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DARPA'’s Strategic Thrusts
Investments Today for Future Capabilities

@ Detection, Precision ID, Tracking, and Destruction of
Elusive Surface Targets

@ Characterization of Underground Structures

@ Force Multipliers for Urban Area Operations

@ Networked Manned & Unmanned Systems

@ Robust, Secure Self-Forming Tactical Networks
@ Cognitive Systems

@ Assured Use of Space

@ Bio Revolution



Technology Enabled C4KISR: Paradigm Shift
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Self Forming Networks

Airborne Communications
Node

Unparalleled Communications

@ Connectivity guaranteed in any
environment at distances, data
rates, and level of LPD never
before available

@ Hierarchical structure scalable
to 10,000 nodes

@ No fixed infrastructure, all ad
hoc peer to peer networking




neXt Generation (XG) Communication

FUTURE : Dynamically allocating
spectrum in frequency, space, and time
may improve utilization by a factor of 10

TODAY: Spectrum statically allocated
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Communication Security for Networks

Chip-Scale Atomic Clock
Ultra-miniaturized, low-power, atomic time and frequency reference units

GHz

VSCEL _ _ _
Resonator Cs or Rb >200X reduction in size
in Vacuum Glass

Detector

Substrate >300X reduction in power

(x1x10- accuracy = <lus/day)

Example of Use: Radio System
(SINCGARS)

Photodetector

y Cell with
10um Ry e e Coated wall

Clock accuracy of 1 x 1011 = 16-hour resynch
interval or radio silence

Atomic Absorption Cell



Cyber Security Research Programs

Thrust Areas:
Layered Defense o protect against denial of service attacks
Attacks e Protect against Jamming / denial
N e Detect and contain malicious code
r N\ e Detect and respond to intrusion

Prevent:
All that can be prevented

To attacks that can not be prevented

Survivability:
Architect systems to be capable of operating
through the worst attacks

Programs:

Portfolio of classified and unclassified
programs




Cyber Security Projects

o Statistical Packet Anomaly Detection Engine (SPADE)
— Uncovering stealthy aggressors

 Operating System Wrappers
— Thwarting new forms of malicious code

 Autonomic Distributed Firewalls
— Providing firewalls in network interface cards

« Composable High Assurance Trusted Systems

— Make info security an integral part of open source operating
systems

 Fault Tolerant Networks
— Allow network operation under partially successful attacks

« Cyber Panel
— Detect attacks and manage mission critical systems

 Shapes Vector
— Network monitor
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