NASA EOSDIS Network Monitoring

New Active, Passive and Real-time Monitoring Approaches

,,,,""’rfCurrent Activities and Plans
JET Roadmap Workshop
April 13, 2004




EOSDIS Activities and Plans Agenda

e Current Activities:

* Flow Graphs

* Live Monitoring Tools

e Flow Analysis Tools

* Multi-node Active Measurements
* Integrated Active Measurements
* NetFlow Load Study

e Sampling Study

e Planned Activities




FlowGraphs — Flow Rate Graphs

ENSIGHT Passive Monitoring
Flow Measurements

Device: ecs_gsfc Flowr O ies 0 5

Flow Definition: 192.168 4 1004 2:-5 Tue Jan 13 12:50:17 2004

Flow Description: DAAC - GSFC Production LAN to D 'UL( EDC Production LAN (o PT)
1

Flow Rates

"Daily’ Graph (5 Minute Actuals)

!_:l_l:ll..l..l from DAAC - GSFC Production LAMN fto DAAC - EDC Production LAM (no PT

Average (non zerosasl: 20]51 274
Mazximum (all defined): 120,941,620
45th Per (all definad): 73,548,332

* MRTG-like graphs for Flows instead of Interfaces
» Rates and Quantities are tracked
* This flow tracks science product delivery to archive,




FlowGraphs — Flow Quantity Graphs

Yearly' Graph (1 Day Averages)

Fllul from DAAC - GSFC Production LAM to DAAC - EDC Production LAM (no F

[ |'i‘ J Lﬁh y '
u Jlﬂ ,u

Haal HaaZil Jun3i JulEa Aua2d Cep2d Ot 2E
T
C—Flaw data throwgh ecs_asfc
Avarage (all defined): 518 257748073
Average (nonz al: 1.248,310,068,202

I,1||| o

| .
|||.|'

Maximum {all defined): 2,815,584 200477
95th Pt (all definad): 2 200 440 680,97 6

» Shows ‘quantity’ of data for a particular flow

» Tracks delivery of science products to archive in Sioux Falls SD
* Average 1.2 Terabytes/day; Peak: 2.6 Terabytes/day

» Useful for determining future resource requirements




FlowGraphs — Behind the Scenes

Example flow:

_ Example flow:
X Mbytes over 17 minutes

Y Mbytes over 30 seconds

v

... SQL records

5 — minute buckets —/

» For each defined Flow, all received NetFlow data is examined

* For defined Flows: byte count is pro-rated across 5-minute buck

* Flowgraph data accumulates over time, producing smooth grap|
. &




Live Monitoring of an Interface

Live Object Monitoring This toel monitors an

interface neanin real-time.

Collection Period: 7 minutes Device: zzz gstfc
Querying Interval: 5 seconds Obhject: 1.3.6.1.2.1.

Graphing Interval: 5 seconds  Desoription: ge000in: Interface Utilization
The Interface Utilization graph is
updated every 5 seconds. The
<« interface was observed for 145
seconds at this point.

Traffic on ged00

@
x

Bits/Second
x

@
x

P , o Host to Host
s heema Live NetFlow data is collected and

Time: hrimin:sec (LOCAL)

Tt I reduced using Mark Fullmer’s Flow
This webh-page will continue to be updated with flow data for an additional 2 minutez after the collection TOOlS Sulte. Totals are malntalned
period noted above. The page will be updated every 15 seconds. What am T looking at? . .
b swmares for the most significant source-
Source Destination Bits Rate ‘ dest]nat]on pa”‘s_ The report
XXacXX1lu.zzz.nasa.gor OO0 . KOO . NASa . gov 11,338,247,280 103,074,975 |nC|udes total b|ts and b|tslsecond_

XXfwi09.ysfch.zzz . nasa. gov samantha.XX.nasa. gov 1,870,807,8356 17,007,344
Z¥isil0bu.zzz.nasa.yov miracle.rsmas.miami.edua 653,100,920 5,937,281

Xthlp?EIlu.zzz.nasa.gov 19?.1_.68.63.9? 597,716,016 5,433,781 HOSt:POrt to HOSt:POrt

¥¥isilBu.zzz.nasa.yov omisips?2 . HHHH . Nasa . gov 563,851,168 5,125,919
¥XigilBu.zzz.nasa.yov 192.168.69.20 468,005,368 4,254,594

¥¥igiOBu.zzz.nasa.ygor aku.sci.yyyyl.nasa.gov 308,348,496 2,803,168 Data |S also provlded for host_port
¥¥fwi09.gsfch.zzz.nasa. govr 10dus0?2 . 3ooaxh . ZZZ . nasa . gov 230,216,736 2,092,879 . .
pairs. These connections make up

the total contribution to the

» aggregate utilization shown in the
Individual Flows .
Source Destination Port Bits Flow Rate Overall Rate graph_ Note mu|t|p|e para”el
XXacXXlu.zzz.nasa. 30000L. J0O00MK. NS4 . JOT 42167  5,316,804,424 117,972,938 48,334,585 transactions Contributing to |arge
FXac¥X1u.zzz.nasa. HOOHEHH . HHHHHH . NASa . Jor 41640 5,316,801 000 107,236,809 48,334,554
XXacXXlu.zzz.nasa. FOOO00 . KIODOMK . NAsa . gOv 41298 700,442,512 125,123,705 6,367,659 data transfers.

XXdps0lu.zzz.nasa. 130.85.163.97 597,713,184 9,271,902 5,433,756
IXfwin9.gsfch.zzz. o samantha.xooc. nasa. gov 333,840,424 8,161,559 3,034,912

X¥isi08u.zzz.nasa. omisips? . ooHHH . Nasa. gov 318,196,856 7,710,311 2,892,698 . 3’ N
XEfwil9.gsfch.zzz. o samantha.xoor.nasa. gov 310,324,832 8,595,303 2,821,134 The FIOW Rate Is/ = ate Of the ﬂOW
IXfwin9.gsfch.zzz. o samantha.xooc. nasa. gov 275,791,360 7,565,047 2,507,194 ; - A
¥Xizi08u.zzz.na=za. 192.225.69.20 265,682,920 12,249,097 2,415,299 Itself The OVer@I ate IS CalCUIated
¥Xizil08u.zzz.na=za. miracle.rsmas.miami.edua 259,392,872 5,347,755 2,358,117

IXfwin9.gsfch.zzz. o samantha.xooc. nasa. gov 241,152 464 9,927,237 2,192,295 from tOtal blts Fﬁr HOW dIVIded by

Xxfw:i.[lg.gsfch.zzz. . 10dus02 .x00ixh . ZZZ . nasa. gov 229,620,232 6,931,931 2,087,456 elapsed CO”ECtIOﬂ tlme The Sum Of

IXfwin9.gsfch.zzz. o samantha.xooc. nasa. gov 213,175,304 7,785,234 1,937,957

XXfwi09.gstch.zzz. . samantha. )00 . nasa. govr 206,842,752 9,771,483 1,880,388 th|S Column ShOUld matCh the I'ate
shown in the grabh'

{Totals include values for all 143 host-pairs collected) 16,236 ,703,128 147,606,392




Creating a Custom Flowgraph

Passive Monitoring - Custom Flowgraph

Filter Criteria:

Device: Detail Lines: ljl {0 will suppress details)
Start Date: 1/12/2004 {e.q., 7f17f2003) Start Time: (00:00:00 {e.qg., 11:26:00) Sample Time:
End Date: 1/13/2004 {e.qg., 7f17/2003) End Time: [00:00:00 {e.g., 11:26:00) Graph Width:

[ ]
[ ]

Source Interface: I:I Source AS: I:I
Dest Interface: I:I Dest AS: I:I

Source IP: | {e.g., 192.168.16.0/22) Source Port:

Dest IP: | {e.g., 0.0.0.070) Dest Port:

[ Generate Flowgraph ] [ FesetValues J

» Provides for graphical analysis of stored flow data
» Can look at time period, subnetworks, ports, interfaces, AS, etc.
» Graph Width option allows for unpacking dense graphs

» Detail lines permits accompanying textual breakout of Flowgraph ~ f{? N




Custom Flow Graph

Custom Flowgraph

Feport Parameters

Start: 171272004 07:25:00 Sample Time:
End: 171272004 08:25:00 Graph Width:

dJource Address: Destination Address: 137.78.233.0/24

Jource Port: Destination Port: 20
dJource Interface: Destination Interface:

Flow data from ecs_larc

Bits/Second

; b JiIHﬂLp“nnﬂ

17232130 07140200 17147250 17:55: 00 05102230 08110200 05217150 0152252 00
Time: LOCAL

C——Flow data from ecs_larc

Source Host Destination Host Total Bytes Mbp=s

129.165.196.
129.165.196.
129.165.196.
129.165.196.
129.165.194.
129.165.194.
129.165.194.
129.165.194.
129.165.194.
129.165.194.

137.78.233.40 19,462,222 . 872
137.78.233.40 219,407,519 . 982
137.78.233.40 26,065,800 .825
137.78.233.40 17,379,792 137
137.78.233.40 31,077,552 . 464
137.78.233.40 13,034,544 .00z
137.78.233.40 21,724,740 . 558
137.78.233.40 73,864,116

137.78.233.40 31,787,389

137.76.233.40 17,379,792

 Examination of FTP transfers between two networks
* One hour time period examined
* Ex.: Used to troubleshoot slow FTPs, and exonerate netwo

| e e e e e e R e R e




Creating a Custom Flow Report

Passive Monitoring - Custom Reporits

Filter Criteria:

Device:
Start Date: (e.q., 7f17f2003) Start Time: {e.g., 11:26:00)
End Date: {(e.qg., 7f1772003) End Time: {(e.g., 11:26:00})
Source IP: | | (e.g., 192.168.16.022) Source Port: I:l Source Interface: I:l Source 4AS: I:l
Dest IP: | | (e.g., D.0.0.0/0) Dest Port: I:I Dest Interface: I:I Dest AS: I:I

Hote: a minus =sign (-} will negate an entry in the fields ahove {(e.g. -1774 for AS, would mean any AS but 1774}

Report Type:

Statistics: |Statistics Fepors V| Printed: |Print Fepors V|

Sort Field: EI Cutoff Lines: Resolvre Addresses:

[ Generate Repart ] [ FesetValues ]

« Serves primarily as an HTML front-end to Mark Fullmer’s flowzec
« Permits options of various flow tools reports and statistics, %
* Ability to resolve IP addresses to names X




Custom Flow Report

Ml Fowarad by Mark Fullmer's Flow Toals Suite!

Report Parameters:

Report: 132 Columns Sort Field: n/a
Device: ecs gsfco Lines Cutoff: 100
Jource Port: Destination Port: -5500

Jource ISF: Destination IfF: 12

Start End 3if SroIPaddress SrcP D=t IPaddress D=stP F Fl1 Fkts= Qotets

0113. 3 3 o 0113. :00: o 13 192 .165.254. 54737 17z2.16.76.74 [=18]
0113. 3 3 o 0113, :00: o 13 192 .168.254. 54729 17Z2.16.117.206 80
0113. 3 3 o 0113. :00: o 13 192 .165.254. 54736 10.104.110.153 25
0113, 3 3 o o113, :00: o 13 192 .1658.254. u] 10.240.76.74 2048
0113. 3 3 o 0113. :00: o 13 19z .1658.220. 123 192.165.155.2 3a536
0113, 3 3 o o113, :00: o 13 192 .1658.220. u] 192 .1658.193.2 2048
0113. 3 3 o 0113. :00: o 13 192 .168.220. 123 192.168.1593.1530 57992
0113, 3 3 o o113, :00: o 13 192 .1658.254. 21 172.16.115.57 51934
0113. 3 3 o 0113. :00: o 13 192.168.254. 49493 10.46.247.45 22
0113, 3 3 o o113, :00: o 13 192 .1658.254. 64460 192 .165.110.158 46593
0113. 3 3 o 0113. :00: o 13 192 .168.220. o 172.16.200.2358 =048
0113. B B o o113, 00: o 13 192 .165.254. 35151 192 .165.110.158 4719
0113. 3 3 o 0113. :00: o 13 192.168.254. 21452 192.165.4.174 21

1450
1773
60
1500
304
1500
304
40
1380
41
1500
41
180

S o R Y o Y o R R e Y o Y s R O

* EX.: Produces a ‘132 Column’ report from Flow Tools
» This particular report looks at a 5 second period
 Background script concatenates files 2 hours beyond spec@ed time




Tracking NetFlow Impact on Network Resources

NetFlow Load on Collector Host LAN

These graphs were last updated: 01/13/2004 12:08:14 (Local)

'‘Daily’ Graph (5 Minute Actuals)

Estimated Metwork Load from NetFlow

15:05  20re3 22103 0003 02z05 0405 0GI03  0S:03 10303 1203 14:03 16303
Time: GHMT

 NetFlow load is tracked on local LAN
« TCPdump data is collected, extrapolated
» Graph indicates load on WAN, LAN caused by NetFIow,i

* Rarely more than 15K bits/ second for 4 routers
\




1 Week Round Trip Time Chart

RTT to BU: 25-5ep—2003 to 2-0ct-2003

] I I I A Y
11
e m————— L
1
HIIII---IIIIIM

1 1 T T it 11
||III wla [V

_h_ _

—EDC —G3FC-HAX — LDAARC == HODIS-SEHN

multiple sites on the same chart. In thls case, all source-destination paffs

experienced significant RTT increase at the same time. This would ﬁlai:e
the problem closer to the BU end. N\




1 Week Packet Loss Chart

Loss to BU: 25 Sep—2003 to 2-0ct—2003
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On the other hand, this Packet-Loss chart shows low packet-loss to -
BU from most of the source nodes, but high losses from one source. 74
This would indicate a problem closer to the source node.




Integrated Charts

» The problem: Neither iperf nor MRTG alone is sufficient to characterize the
performance of a circuit

— MRTG will be low if users are idle
— But Iperf results will appear low if competing with active user flows

« Solution: Add the iperf and MRTG measurements together.
— But beware: there are some difficulties:
 Hard to get data for the same time period

— iperf runs 30 seconds; MRTG taken at 5 mins
— The measurements are at different protocol levels (layer 2 vs. TCP)
 Could take a"discount” from the MRTG to account for overhead
 Improved Solution: Add the iperf and applicable Flow data
— Flow data can be obtained for small time periods

— But still susceptible to interference




An "Integrated" Chart

Thruput to NSIDC_EMS: 1-Jan—-2004 to 8-Jan—2004 Thruput to NSIDC_EMS:; 30-Dec—-2003 to B6-Jan—2004
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The thruput chart (on the left) shows deep periodic iperf drops (red line),
while the integrated chart shows that these low iperf results correspond
to high user flows. =




“Integrated"” Chart

Median Thruput to NSIDC_EMS: 1-Jan—-2004 to 8-Jan—2004 w0 Median Thruput to NSIDC_EMS: 30-Dec-2003 to 6-Jan—-2004
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The thruput chart (on the left) shows that iperf drops for 3 hours around midnight
(red line), while the integrated chart shows that these hours correspond closely
to high user flows. e




Appendix 1: NetFlow storage requirements

First four routers

Aug Sep Oct Nov Dec Tot. Size* Num. Files** Avg. File

634M 5870 111K

Router 2 641M

Router 3 651M 18727 36K

* plocksize = 1048576, includes dirs.
** 1 file = 1 day

= Total period collecting data

_ = Currently available data

Flow tools collection for each router provided with 600M bytes storage. Flow tools will
expire older data as necessary to preserve total maximum allocation of 600M bytes.

Need to review interfaces being collected for overlap and reallocate various per router
allocations so that time period of retrievable data is roughly equal between all routers.




Recent measurement activities: Load Study

Problem: Large science data sets transferred out of
GSFC to other NASA sites were arriving corrupted
requiring re-sends.

Interesting characteristic: Analysis revealed short
portions of data set had had zero’s and one’s
flipped. This was getting past the TCP checksum!

Resolution: removal of intermediate router that was
being over-tasked (high CPU utilization)

Byproduct: Netflow generation was not the culprit;
very small CPU impact.




Recent measurement activities: Load Study

Estimated Metwork Load from MNetFlow

Bitzs/zecond

L 1gz03 14203 16203
Time: GMT
[ ecs _nside [ Jawl_asfc [ Jawl_jrl [ gwl_larc

For a test, NetFlow was turned off from 2/12/04 9:30 AM to 2/12/04 5:00-PM

Router: ecs_gsfc Chart shows no data received during period /,g

All times are GMT (-5 EST) @,

x\\




NetFlow On Off NetFlow Back O

T —

9:30 AM_EST 5:00 PM EST
\
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—JAuwerage last 1 minute Auverage last 5 mirudtes
Avarage [all definad): 50 Avarage (all definad): 50
Avarage (mnon zeroeal: 50 Awvarage (non zeroea): S0
Maximum (all definad]): B8 Maximum (all definad): 86
85th Pt (all defined): T8 85th Pct. (all definad): 77

A
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For a test, NetFlow was turned off from 2/12/04 9:30 AM to 2/12/04
5:00 PM Router: ecs_gsfc, 30 Minutes averages N




Thursday 2/12/04 EST Friday,2/13/04 EST
—"——
“— 9:30 AMEST 4 5.00PMEST

NetFlow on NetFlow off NetFlow back on
e S —————
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For a test, NetFlow was turned off from 2/12/04 9:30 AM to 2/12/04 5 OO =\
Router: ecs_gsfc 5 minute averages N




Recent measurement activities: Sampling

EDC router sampling: 237,717,884,804
X 10: 2,377,178,848,040
GSFC full amount:. 2,367,564,379,229

9,614,468,311
00.41%

Conditions: Relatively fixed traffic patterns,
smaller number of flows, large flows.

Note: This activitly involved the coordination of
two separate organizations demonstrating the
ease of sharing data (security permitting.)




Recent measurement activities: Sampling

0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.
0330.

04:49:50.
04:49:50.
04:49:53.
04:49:53.
04:49:53.
04:49:53.
04:49:55.
04:49:55.
04:57:58.
04:51:06.
04:58:08.
04:51:29.
04:59:49.
04:51:00.
05:02:08.
04:57:58.
05:02:03.
04:58:08.
04:51:29.
04:53:51.
04:58:08.
04:59:55.
04:56:49.
05:02:03.

Removal of two (innocuous) Netflow configuration

445
235
045
075
145
105
785
825
015
795
205
925
665
975
575
055
525
235
845
325
645
275
785
555
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33
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129.
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129.
152.
152.
166.
129.
152.
129.
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152.
152.
129.
152.
129.

165.220.71
165.220.71
61.5.2
165.220.71
165.220.71
61.5.2
61.5.2
165.220.71
61.5.2
61.5.2
61.5.2
165.220.71
61.5.2
61.5.2
61.8.117
165.220.71
61.5.2
165.220.71
165.220.71
61.5.2
61.5.2
165.220.71
61.5.2
165.220.71

36583 0
36581 O
65454 33
36593 0
21 0]
65437 33
38852 33
21 0
2331 33
65063 33
2412 33
21 0
2893 33
65481 33
2615 O
21 0]
3467 33
38444 0
36628 0O
1520 33
2335 33
21 0]
1981 33
21 0]
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129.
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152.
129.
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165.220.71
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165.220.71
61.5.2

statements in router corrected problem
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Planned measurement activities

e Recently completed majority of ENSIGHT system

e Continue to investigate improving Integrated active
measurements

 Add FlowScan to web-site

» Consider an automated approach to transferring passive
measurements into modeling tool

 Use performance tools to analyse EOS network for major-
transition A,




